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ABSTRACT

This article is the second of two whose goal is to advance the discussion of IS risk by addressing
limitations of the current IS risk literature. The first article [Alter and Sherer, 2004] presented a
general, but broadly adaptable model of system-related risk that addressed the limited usefulness
of existing IS risk models for business managers. In this article, we focus on organizing risk
factors to make them more useful and meaningful for business managers.

This article shows how the nine elements of the work system framework can be used to organize
the hundreds of risk factors in the IS risk literature. It also shows that many of the most important
and most commonly cited risk factors for IS in operation and IS projects are actually risk factors
for work systems in general. Furthermore, risk factors initially associated with one type of system
(e.g. ERP implementation) are often equally relevant at other levels (e.g., information systems
projects or work systems in general). Over half of the risk factors in a representative sample of
the IS risk literature are valid for work systems in general. This conclusion is a step toward useful
risk diagnostic tools based on an organized set of risk factors that are meaningful to business
managers and IT professionals.

Keywords: risk factors, risk components, work system, information systems risk, project risk,
software risk, work system framework, work system life cycle model, implementation

[. INTRODUCTION

Information systems risk discussions go back at least 30 years. Hundreds of articles identify
information system-related success factors or risk factors. Hundreds of risks and risk factors
related to information systems and projects have been identified. Regardless of whether any
particular article contains 3 or 5 or 35 of them, the lack of an underlying theory or organizing
framework limits the managerial usefulness of these lists. Managers would be supported more
effectively if they knew:

e how the various factors relate to one another
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e why a particular list should be viewed as reasonably complete

e how risk factors can be organized in a meaningful way that helps managers identify and
mitigate these risks.
The sheer number of risks and risk factors makes it all the more important to use an organizing
framework.

Furthermore, many of the identified risk factors apply to software development projects rather
than systems in operation. Although it is certainly legitimate to reflect the concerns of large scale
software development organizations attempting to produce software to satisfy requirements, a
risk literature that over-emphasizes these concerns inevitably under-emphasizes issues about
systems in organizations which are subject to a broad range of risks more related to the work and
the environment than to the software itself. This type of imbalance in the literature can lead to
gaps in providing guidance for risk management.

After reviewing the nature of the risks and risk factors discussed in the IS literature, this article
addresses three main goals:

e demonstrating that the risk factors in the IS risk literature can be categorized using the
work system framework
e demonstrating that risk factors initially associated with one type of system (e.g. ERP
implementations) are often equally relevant at other levels (e.g. work systems in general).
e demonstrating that the work system framework can be combined with the work system
life cycle model to provide an additional level of organization of risk factors.
The overall purpose is to make available knowledge more usable, thereby facilitating risk analysis
efforts by business managers. The inheritance-based codification of risk factors that is presented
could be applied in diagnostic tools to help managers. Follow-on research will attempt to
generate risk diagnostics for managing risk in system development, system implementation, and
system operations using the work system framework.

[I. THE NEED TO ORGANIZE INFORMATION SYSTEMS RISKS AND RISK FACTORS

Our attempt to organize information system risks and risk factors was motivated by the results of
a survey of the IS risk literature. Attempting to represent the reasonably recent literature rather
than covering the hundreds of articles directly or indirectly related to IS risk, our literature survey
focused on three journals consistently ranked among the best IS research journals (MISQ, ISR,
and JMIS) and selected articles starting in 1986 whose title included the word risk or whose
abstract focused on risks in system projects or operation. We supplemented this group of articles
with other risk-related articles that we believed were significant based on our knowledge of the
literature. In total we included 46 articles, and we believe these articles are a good representation
of the literature. Appendix | in our companion article [Alter and Sherer, 2004] lists these articles
and categorizes them in terms of:

o definition of risk,
e model or approach used,

e type of system or project (which reflects different stages of the software life cycle and
some aspects of the temporal nature of risk), and

e number and type of risk variables.

The general conclusion from our literature survey is that the IS risk literature is a jumble of
diverse risk models and partially overlapping, atheoretical lists of risk factors and risk
components. Our companion article addresses an important shortcoming of the literature, the lack
of a practical model that most managers can use for understanding I1S-related risks at whatever
level of detail is appropriate for them. The current article explores the literature’s coverage of risk
components and risk factors.
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CONCEPTUALIZATIONS OF RISK

As is explained in our companion article, system-related risk is about risks for work performed
during a time interval. This work may be an entire project, a phase in a project (such as
development or implementation), or the operation of a work system during the time interval in
guestion. We believe that risk is fundamentally about uncertainty in work performance and the
resulting outcomes.

The IS risk literature uses several different conceptualizations of risk. Table 1 summarizes the
distribution of risk conceptualizations in the 46 articles selected from the IS risk literature. Most of
these conceptualizations focus on negative occurrences and fall into three categories:

e risk components,
e risk factors, and
e probability of negative outcomes.

We believe the prevalence of the negative outcomes conceptualization reflects managerial
behavior focusing on reducing the probability of consequences related to missing goals.

Table 1. Conceptualizations of Risk in 46 IS Risk Articles

Conceptualization of risk Number of articles
Risk components: different types of negative outcomes 11
Risk factors leading to loss or source of risk factors 11
Risk as probability of negative outcomes (sometimes weighted by loss) 15
Risk as difficulty in estimating outcome 2

Risk undefined or discussed using a different term such as problem or threat

Risk as Risk Components or Types of Negative Outcomes
Table 2 illustrates the first category by identifying different types of negative outcomes, such as:

e project risk (projects that cannot be completed within budget, schedule and/or quality
constraints),

e functionality risk (projects that fail to deliver functionality),
e political risk (systems that change power relationships with suppliers), or
e security risk (systems that are insecure).

Table 2. Examples of Risk Components in the Literature

Risk components Source

Financial risk [Smith et al. 2001]
Security risk
Technology risk
People risk
Information risk
Business process risk
Success risk

Political risk [Clemons 1991; Clemons 1995; Clemons et al. 1995]
Financial risk
Technical risk
Functionality risk
Project risk
Systemic risk
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e Business risk [Straub and Welke 1998]
e  Systems security risk
e  Project risk

e  Competitive risk [Viehland 2002]
e  Transition risk
e  Business partner risk

Monetary risk [Benaroch 2002]
Project risk
Functionality risk
Organizational risk
Competitive risk
Environmental risk
Systemic risk
Technological risk

Risk as Factors Leading to Loss

Table 3 illustrates the second category by identifying typical risk factors related to information
systems. The idea of risk factors is familiar in everyday life; for example, in the way people talk
about the risk of heart attack and the risk factors (such as heredity, smoking, stress, and high
blood pressure) that tend to increase the risk. Just as success factors' are often viewed as
factors whose presence increases the probability of success, risk factors are factors whose
presence increases the probability of negative outcomes. Risk factors may include individual
factors such as size of project, new software, or malicious employees. Some studies combine
risk factors from various sources such as task, technology, or actors [Lyytinen et al. 1996].
Others divide these risks into finer categories, focusing for example on factors associated with
specific types of actors, e.g. team’s lack of expertise or user’s lack of expertise [Barki et al. 2001].

Table 3. Examples of Risk Factors in the Literature

Risk factors Source

Technological newness [Barki et al. 2001]
Application size

Lack of expertise
Application complexity
Organizational environment

Lack of top management commitment [Keil et al. 1998]
Failure to gain user commitment
Misunderstanding requirements

Lack of user involvement

Failure to manage end user expectations
Changing scope

Lack of required knowledge

Lack of frozen requirements

! The term success factor is used in a number of different ways. In the implementation literature, a success
factor is a factor whose presence increases the probability of success, just as risk factors do the opposite. A
different use of the term that was popularized for IS planning in the 1980s is “critical success factor” (CSF),
an aspect of a business or a high-level business goal that is critical for business success and therefore
should be addressed by the IS plan. For example, Rockart and Crescenzi [1984] say that the CSFs for one
company include improving customer and supplier relationships, making the best use of inventory, and using
capital and human resources efficiently and effectively.
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Introduction of new technology
Insufficient staffing
Conflict between user departments

Personnel shortfalls [Boehm 1988; 1989]
Unrealistic schedules and budgets

Continuous stream of requirements changes
Shortfalls in externally furnished components or tasks

Poor concept [Kemerer and Sosa 1991]
Technical infeasibility

Lack of available funding

Lack of market
Telecommunication problems
Vendor problems
Interorganizational problems
Leading edge technology and idea
Competitor copying
Oversubscription

High maintenance cost

Exit barriers

Technology sophistication
Organizational inflexibility

Risk as Probability of Negative Outcomes

Approximately 1/3 of the studies suggest that risk should be measured as a probability
distribution of negative outcomes, often weighted by financial loss. When the IS risk literature
deals with probabilities, it tends to show estimates of the probabilities of negative outcomes
based on statistical techniques or subjective estimates. Sometimes the negative outcomes are
converted to monetary terms and expressed as monetary losses in relation to goals and
expectations.

SITUATIONS STUDIED IN THE INFORMATION SYSTEM RISK LITERATURE

Table 4 shows the range of situations studied in our representative sample of the IS risk
literature. Some studies focused primarily on software projects that claim victory when the
software is completed and debugged. In contrast, information system projects declare victory
when the new or revised information system operates in the organization and is accepted. For
that reason, risk studies for information systems projects include more factors related to the
project's customer and/or what it produced for the customer. Risk studies focusing on special
types of IS projects tended to find risk factors similar to those for IS projects in general. Other
studies focusing on IS in operation found some risks such as operational security breaches that
are specific to IS operations, but other risks such as inadequate personnel are common to both
projects and systems in operation.

Table 4. Focus of Risk Studies in our Literature Survey

Focus Number of Articles
IS Projects 38
General IS projects 19
Special types of IS projects 10
(ERP, SIS, EIS, reengineering)
Software projects 9
IS in Operation 12
Special types of systems (IOS, 5
EIS, Healthcare)
General IS in operation 7

Note: Four articles discussed both IS projects and IS in operation.
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LIMITATIONS OF THE CURRENT LITERATURE FOR MANAGERS

The literature related to IS risk mentions many risk components (Table 2) and numerous risk
factors (Table 3) that could apply in different types of situations (Table 4). An additional problem
is that many of the risk components and risk factors overlap, as is illustrated in Figures 1 and 2.

Political

risk

Technical
risk

Figure 1: High Degree of Overlap Among Risk Components

Risk factors for
information

Risk factors
for any work
system

systems

Risk factors
for projects

Risk factors for
information
system projects

Figure 2: High Degree of Overlap Among Risk Factors for Different Situations
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The goal of describing risk components is to help organize risks through categories that cluster
things that could go wrong. However, Figure 1 illustrates that typical risk components mentioned
in the IS literature overlap substantially and therefore are not independent, as seems to be
implied by the term ‘component’. For example, technical risk in a project is part of the overall
project risk and contributes directly to both functionality risk and financial risk. Moreover, different
articles focus on different clusters of risk components so that the risk manager is uncertain of
whether any particular list is complete.

Studies that focus on risk factors often list sets of risk factors without organizing them to increase
their usefulness for risk managers. (But some do organize risk factors. For example, Lyytinen
[1996] and Lyytinen [1998] categorize risks according to task, structure, actors, technology and
interdependencies. Higuera [1996] classifies software risks by class, element, and attribute.)

Risk factors may apply at many different levels. Without reading the articles listed in Table 3, it is
not obvious whether many of these are risk factors for information systems in operation, for
projects, or for special types of systems or projects. As is illustrated in Figure 2, many of the risk
factors that apply to information systems in operation also apply to projects and also apply to any
work system, regardless of whether IT is involved. For example, risk factors for any work system
include lack of management support, lack of required knowledge and skill, and lack of required
resources. These risk factors also apply to projects, but projects have some additional risk factors
that do not apply to work systems in general, such as inadequate project schedule and
inadequate clarity about project requirements.

Furthermore, throughout the analysis of IS-related risks, many situations involve neither the risk
factors nor the negative outcomes that are uniquely associated with information systems.
Focusing solely on IS risk ignores the fact that information systems are just one component of a
manager’s business environment and that many operational risks are due to the environment in
which a system is operating rather than the system itself. For example, security failures are often
more related to lax security policies and lax enforcement than to technical capabilities. Limiting
the discussion to information systems risk can create a “responsibility gap” in an organization if IS
managers are responsible for managing IS risk, and business managers, who should be
identifying, assessing, and developing strategies for overall business risk, are left in the dark.

Ideally, risk factors should help managers develop risk management strategies. But there has
been little effort to organize risk factors in a manner that is meaningful for managers and that
accounts for the existence of risk factors at different levels. We believe that the work system
framework, which is based upon a business management model, is an effective tool not only for
organizing risks associated with IS, but also as a medium for communication between IS and
business managers.

[ll. USING THE WORK SYSTEM FRAMEWORK TO ORGANIZE RISK FACTORS

A work system is a system in which human participants and/or machines perform work using
information, technologies, and other resources to produce products and/or services for internal or
external customers. Figure 3 is a graphical representation of the work system framework [Alter
2002; 2003], which identifies nine elements needed for even a superficial understanding of a work
system. The arrows between various elements reflect the importance of mutual alignment among
the elements.

The work system framework represents a system in a language that is understandable by
business managers, and it can be used to organize the many risk factors in the IS literature.
Table 5 demonstrates that the work system framework could serve as a framework for organizing
risk factors by associating each of 30 common risk factors with a specific element of a work
system Because information systems and projects are special cases of work systems [Alter,
2002; 2003], the risk factors that apply to work systems in general should also apply to
information systems and projects as well. For example, a poorly designed business process (the
first risk factor for work practices) increases the probability of negative outcomes regardless of
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whether the focus is a sales information system in operation or the development or
implementation phase of an ERP project. The same can be said for the risk factors “inadequate
managers and leaders” (listed under participants) and “lack of management support and
attention” (listed under environment).

N T /CUSTOMERS

4
v

R PRODUCTS & SERVICES
V i
N
E
/ WORK PRACTICES \
PARTICIPANTS// INFORMATION \\TECHNOLOGIE

INFRASTRUCTURE

Figure 3. The Work System Framework (as revised in Alter [2003])

Table 5. Risk Factors and Related Negative Outcomes for Systems in Organizations

Work system Typical risk factors and negative outcomes
element
Work practices RISK FACTORS

e Poorly designed business process

e Inadequate fit of work practices with other work system elements

e Inadequate resources to support the work practices

e Inadequate planning and control mechanisms within the business process

NEGATIVE OUTCOMES

e Inadequate performance in terms of productivity, consistency, cycle time, activity
rate, or other measures

Participants RISK FACTORS

e Inadequate managers and leaders

e Inadequate skills and understanding

e Lack of motivation and interest

e Inability or unwillingness to work together to resolve conflicts
[ ]

Mismatch between characteristics of participants and requirements of the
process
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Work system Typical risk factors and negative outcomes
element

NEGATIVE OUTCOMES
¢ Inadequate performance in terms of productivity, consistency, cycle time, activity
rate, or other measures
e  Personnel problems

Information RISK FACTORS

Inadequate information quality
Inadequate information accessibility
Inadequate information presentation
Inadequate information security

NEGATIVE OUTCOMES
e Inadequate business process performance in terms of productivity, consistency,
cycle time, activity rate, or other measures
e Participant frustration
e Information loss or theft

Technologies RISK FACTORS

e Technology is difficult and inefficient to use.

e Technology performance is inadequate for requirements of business process.

e Hardware or software contains serious bugs that could degrade work system
efficiency or effectiveness.

e Incompatibility of technology with other complementary technologies elsewhere

NEGATIVE OUTCOMES
e Inadequate business process performance in terms of productivity, consistency,
cycle time, activity rate, or other measures
e  Participant frustration

Products & RISK FACTORS

Services e The work system produces products or services whose average quality or cost to
the customer is inadequate.

e The products and services are not what the customers want.

NEGATIVE OUTCOMES
e Customers do not use products or switch to substitutes
e Customers complain about poor fit of products to their needs

Customers RISK FACTORS

e Disagreement among customers concerning the requirements or expectations for
the products and services.

o Difficulty using or adapting the work system’s products and services.

NEGATIVE OUTCOMES
e Customers do not use products or switch to substitutes
e Customers complain about poor fit of products to their needs

Environment RISK FACTORS

Lack of management support and attention

Inconsistencies with the organizational culture

Lack of fit with the demands of the surrounding environment
High level of turmoil and distractions.

NEGATIVE OUTCOMES
e Diminished work system performance due to lack of support or effort drained by
environment-related issues.

Infrastructure RISK FACTORS
e Human infrastructure inadequate to support the work system.
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Work system Typical risk factors and negative outcomes
element

e Technical infrastructure inadequate to support the work system.
e Information system infrastructure inadequate to support the work system.

NEGATIVE OUTCOMES
e Diminished work system performance due to inadequate support from
infrastructure.

Strategies RISK FACTORS
e Mismatch of the work system with the organization’s strategy
e Inadequate work system strategy for accomplishing its goals.

NEGATIVE OUTCOMES
o Ineffective work system performance

IV. USING ELEMENTS OF THE WORK SYSTEM FRAMEWORK TO ORGANIZE RISK
FACTORS

We began our review of the IS risk literature (Section Il) assuming that many of the risk factors in
the literature would seem equally valid for work systems in general as for information systems or
projects or special cases of either. We decided to explore this possibility in some detail because
broadly applicable categories of risk factors may facilitate risk management by making available
knowledge more readily usable.

Appendix | classifies each of 228 risk factors found in these articles based on the element of the
work system framework that we believe is most closely associated with the risk factor. For
simplicity of format, Appendix | is divided into nine tables, one for each element of the work
system framework?.

To explore whether many of the risk factors for information systems or projects seem to be
equally valid as risk factors at a different level, we further categorized each risk factor based on
whether we believe it is applicable at eight different levels®. The eight levels are listed in Table 6.

Table 6. Risk Factor Levels

wWs Work systems in general (WS in operation)

IS Information systems in general (IS in operation)

Project Projects in general

IS Project Information system project

Type of IS Type of information system (specific type of IS in operation)

Type of IS Project Type of IS-related project (such as an ERP project or reengineering
project)

SW Software in operation on a computer

SW Project Software projects (in contrast to IS projects in organizations)

Zltis unlikely that any reader would come up with exactly the same primary associations that we
agreed on for the risk factors, but we doubt that the overall balance of associations would turn out
substantially different among people familiar with the work system framework.

% As with the primary associations with work system elements, it is unlikely that any reader will
agree 100% with our beliefs about the applicability of 228 risk factors at 8 levels.
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The eight columns in the middle of each table in Appendix 1 indicate the levels at which we
believe each risk factor applies. Each cell in these columns contains S, B, or blank. “S” identifies
the type of work system (e.g., any work system, any project, or a particular type of IS) the authors
of the original article were referring to. Wherever “S” appears in several columns for a particular
risk factor, different authors mentioned that risk factor in relation to different levels of system or
project. “B” within a cell refers to our belief (based on personal experience and familiarity with the
literature) that a particular risk factor is relevant to a level of system or project that the article or
book’s authors were not referring to directly. A blank cell exists wherever we believe the risk
factor does not generally apply to a particular level of system or project.

The form and content of Appendix | demonstrate a number of points.

1. Large number of risk factors. The extensiveness of the tables demonstrates that a large
number of risk factors are discussed in the IS risk literature. Had we selected a larger sample of
articles, we would have found an even larger number of risk factors.

2. Organization using the work system framework is effective. Most of the risk factors in the
literature search could be associated easily with one of the work system elements. Most risk
factors that relate to fit between two elements concern the fit between work practices and some
other element such as participants, information, or technology. An example is the lack of fit
between participant skills and the skills required by the work practices. In such cases, it is usually
most effective and meaningful to associate the risk factor with the other element because work
practices link to most of the other elements, either explicitly (through arrows in the work system
framework) or implicitly.

3. Many of the most common risk factors in the IS risk literature are not uniquely related to either
IS in operation or IS projects. Table 7 shows how the elements of the work system framework can
be used to organize the risk factors in the 46 articles. It shows that over half (134 of 228) are
relevant to work systems in general even though the researchers reporting specific risk factors
may have focused on a more limited topic, such as a particular type of information system or
project. For example, Barki et al [2001] state that lack of expertise with the task is a risk factor
related to information systems projects. We believe that this same risk factor is equally applicable
to all of the following cases: work systems in general, information systems in general, projects in
general, information system projects, particular types of information systems, particular types of

Table 7. Factors That Relate to Work Systems in General

Work System Number of factors | Number of these Percentage of these
Element found in the factors related to factors related to
literature survey work systems in work systems in
general general
System Participants 49 35 71%
Information 12 7 58
Technology 24 18 75
Work Practices 52 23 44
Products/services 9 6 66
Customers 33 15 45
Environment 22 15 68
Infrastructure 10 3 30
Strategy 17 12 71
Total 228 134 59%
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information systems projects, and software projects. Similarly, 119 of the 228 risk factors can be
associated with information systems in general even though the original authors associated those
factors with other topics. In total, B's appeared in 1002 of the 1824 cells in the nine tables in
Appendix I.

4. Possibilities for organizing risk factors for use. Typical MBA students, and hence typical
business managers, can easily visualize the meaning of the work system elements.
Consequently, organizing risks and risk factors by associating them with work system elements
could help business managers organize and communicate risks and risk factors. This
organization would fit directly into the work system method [Alter, 2002] that is being developed to
help business professionals analyze systems at whatever level of detail is appropriate for their
purposes.

V. ORGANIZING RISK FACTORS USING THE WORK SYSTEM LIFE CYCLE

The work system framework presents a relatively static view of how a work system operates
during a particular time interval in which its form is relatively constant. The next step is to look at
how work systems change over time. The work system life cycle (WSLC) model in Figure 4
summarizes how a work system’s form evolves through iterations combining planned change
through visible projects and unplanned change through incremental adaptations [Alter, 2002;
2003]. Figure 4 identifies the four phases of planned change:

1. operation and maintenance 2. initiation,
3. development, 4. implementation.

Each phase may include unplanned changes based on local experimentation and adaptation.
The small, inward directed arrows for each phase in Figure 4 represent the unplanned changes.
Each iteration of the model starts with an operation and maintenance phase because relatively
few work systems are created from scratch. In most cases, an existing work system is modified or
extended to solve problems or exploit opportunities. The WSLC'’s basic concepts are readily
understandable by employed MBA and executive MBA students (who work in responsible
managerial positions). They are useful in visualizing reasons for project success and failure when
analyzing published case studies and case studies the students write about situations in their
own companies.

Just as the elements of the work system framework can be used to organize risk factors in the 1S
literature, the phases of the WSLC can be used to provide a life cycle-oriented perspective on risk
factors. Furthermore, each phase of the WSLC can be viewed as a separate work system and
analyzed in terms of the nine work system elements included in the work system framework. The
operation and maintenance phase represents a work system in operation. The initiation,
development, and implementation phases within an iteration of the WSLC can be viewed as
individual projects (and hence work systems) on their own right.

Looking at each of the four phases using the nine work system elements generates 36 separate,
but clearly organized categories that can be used for thinking about risks and risk factors.
Appendix Il illustrates the potential value of this approach:

e |t provides four separate tables, one for each phase.
e Each table contains a separate row for each work system element.

e Each row defines the element in reference to the phase and then lists risks that we
believe are relevant based on our experience and our reading of the literature.
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